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[bookmark: _5vevs865czdm]Questionnaire info
You should use this questionnaire to outline your development plans, particularly around corporate data flow, end user privacy, and admin controls for Connected Apps, which are apps that connect across profiles using the INTERACT_ACROSS_PROFILES permission. Connected Apps must meet privacy & security requirements and UX best practices. Our goal is to ensure that your application protects the privacy of your users, while enabling exciting new user experiences.

Answers provided in this questionnaire will be reviewed and evaluated by our team, who will then provide you with feedback on whether your use case is approved. Please be as thorough as possible in answering these questions, as this will speed up the review process for the Android Enterprise team.

If your use case is approved, you should move onto developing and testing the feature, then submit the apk to the Android Enterprise team for review prior to publishing it on Google Play. Our team will test the application to ensure that it has been developed in alignment with the approved use case.

To share the application with our team, please upload the apk to a file sharing service (Google Drive, Dropbox or similar), share the files with the Connected Apps team (connected-apps-ext@google.com), and notify them of the location of the file via email. If specific credentials are needed to test your application, please provide those when sharing the apk. 

Note, the apk submitted to us for review and approval must be the same apk you will upload to Google Play if your application is approved. Failure to meet this requirement will result in your application’s approval being rescinded.
[bookmark: _uucamaxl8k2t]

[bookmark: _pz49n5btj9oc]Feature overview

	Points of contact
	

	What is the application ID of the application where the feature lives? 
	

	Is this a new application or an updated version of an existing application?
	

	Is your app expected to run in work profile today?
	

	What is the name of the feature using the INTERACT_ACROSS_PROFILES permission?
	

	What does the feature enable, and how does it benefit the user experience?
	

	How is the feature relevant to the core functionality of your app? 
	

	What is the experience today, without the Connected App? 
	

	Can your app deliver the same or similar experience without the use of the INTERACT_ACROSS_PROFILES permission?
	


[bookmark: _30l49250wzfw]Set up

	How do users set up your feature?
	

	Is your feature opt-in or opt-out? 
	


[bookmark: _1cl4wtwsbvsu]
[bookmark: _g5eddabib271]Data flow
Please provide a data flow diagram, using the following template as a reference 
Personal
Work
App name
App name
Data details
Data details
Android providers /
storage
Server (if included)
Other device, app, etc...
Android providers / storage
Server (if included)
Other device, app, etc...


[bookmark: _jecgy33dgpd4]
[bookmark: _s21opu3gq7dw]Work profile data

	Does data stored in the work profile get sent by your app to the personal profile?
	<please enumerate the work data sent to the personal profile>

	If yes, does the personal profile have read or write access to data stored in the work profile?
	<please describe read vs write access of the work data from the personal profile>


	If yes, does data stored in the work profile, including work identifiers (e.g.: email address, Android ID) leave the device via your app in the personal profile?
	<please enumerate the work data sent off the device via the personal profile>


	If yes to either of the above, is work data made accessible to other apps and services in the personal profile (e.g., written to CalendarProvider, can be shared using Sharesheet)?

	<please enumerate the work data made accessible to personal apps and services>


	If yes to either of the above, do admins have control over what data leaves the work profile, and how it can be used afterwards?

	





[bookmark: _5xqoo125hri2]Personal profile data

	Does data stored in the personal profile get sent by your app to the work profile?
	<please enumerate the personal profile data sent to the work profile>

	If yes, does the work profile have read or write access to data stored in the personal profile?
	<please describe read vs write access of the personal profile data from the work profile>


	If yes, does data stored in the personal profile leave the device via your app in the work profile?
	<please describe read vs write access of the personal profile data from the work profile>


	If yes to either of the above, is personal profile data made accessible to other apps and services in the work profile (e.g., written to CalendarProvider, can be shared using Sharesheet)?

	<please enumerate the personal data made accessible to work apps and services>


	If yes to either of the above, do users have control over what data leaves the personal profile, and how it can be used afterwards?
	


[bookmark: _1gsodujr994i]
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	Does any data that originates from one profile get stored in the other?
	<please enumerate the data stored in another profile because of your feature>


[bookmark: _2cqry9i74l9v]Logging

	Is the cross-profile connection logged? If yes, how?
	

	Is data shared across the profile boundary logged in the other profile?
	

	If yes, are account names or other unique identifiers logged, either on the client or the server? (You should avoid logging work and personal accounts together.)
	


[bookmark: _drsuhnq03eia]Admin controls

	Do you offer IT admins additional or more granular controls over your Connected App feature?
As a reminder, admins must first allow your app to connect via their EMM, before you can utilize INTERACT_ACROSS_PROFILES. However they cannot manage how your app uses the permission if access is granted, unless you provide additional configuration options, e.g. via managed configurations.
	

	Do you think sensitive data redaction is appropriate for your feature?
An example of sensitive data redaction in a Calendar app would be to show generic entries like “work event” or “personal event.” instead of the meeting title and details.
	<please explain why this is or is not appropriate>

	Do you think granular data control is appropriate for your feature?
An example of granular data control in a Calendar app would be to share title and event time cross-profile, but not attendees or location.
	<please explain why this is or is not appropriate>
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